SOC II Type 2:

The Audit That Will Show You Just
How Seriously Your MSP Takes Security
By Todd Nielsen
In the modern business world, there are many safety and security regulations, audits, and exams that businesses across various industries have to worry about on a regular
basis. These are designed to assure that you can protect your customers’ assets and confidentiality. In the I.T. managed services arena, we do not have as many specific
industry regulations to abide by (although we do need to follow regulations in our clients’ industries that affect their compliance).
There is, however, one compliance audit that is extremely important for I.T. providers looking to reach the highest level of security performance. It’s a level of achievement that
very few I.T. managed service providers attain. But it’s an audit that every business that engages the services of an MSP should pay attention to.
That audit is the SOC 2 Type II audit performed by the American Institute of Certified Public Accountants (AICPA). SOC is short for “System and Organization Controls.” The
particular audit we are discussing today is labeled SOC 2 simply to differentiate it from other AICPA service and organization control audits that evaluate other areas of a
company’s risk management (such as financial). A type II audit digs deeper than a type I by looking at the effectiveness of controls, not just the design as in type I.
This audit is a seriously hard-core look at the MSP’s security, privacy, and confidentiality controls. What many businesses do not realize, however, is that the SOC audit’s core
objective is to prove that a business (e.g., the MSP) can protect the confidential data of their clients (e.g., your organization). Due to the extreme importance of protecting data
in today’s world, SOC is a rigorous and comprehensive audit.
Did You Know?
Do you know that most MSPs do not have formal security policies that have been put into writing? Nor do they have written out security processes, ongoing security training, or
even trained security specialists on staff? Did you know that most MSPs do not do penetration tests, vulnerability assessments, or any other third-party security assessments?
Did you know that most MSPs do not vet their vendors, or even have a vendor management process or policy that they follow? Did you know that most MSPs do not monitor a
single security control in their organization—such as logical access, physical access, and separation of duties? Did you know that most MSPs do not perform any type of risk
assessment?
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Unfortunately, we see companies every day that put their
livelihood in the hands of an individual or company that
does absolutely nothing to ensure that sensitive data is
protected. Hope is not a strategy that will protect your
business. You need security processes designed and
vetted by the leading experts in the industry.
Why SOC Is More Important Now Than Ever Before
Passing a SOC audit has never been for the faint of heart,
and the current version is even more intimidating than it’s
ever been. In 2018, the AICPA made a great number of
changes to the controls in the SOC 2 audit. These
changes made it much harder to achieve a passing grade.
Here are just a few of the things that SOC
auditors investigate while examining an MSP:
• The MSP must prove that it has performed a

comprehensive risk assessment, looking into the areas of
privacy and confidentiality, as well as any legal, financial,
political, or other risks. This assessment is massive, and
the proof that must be delivered includes minutes from
meetings, policies in writing, proof of acknowledgment of
policies by employees, written procedures, assessment
results, proof of remediation, separation of duties, and
much more.

• Another review that has to be completed is a

comprehensive data flow that maps out how data flows
throughout the organization and its systems. This
includes data that belongs to clients, as well as the MSP’s
own business information. This is not an easy thing to
achieve for organizations that don’t have the processes
and policies in place, as well as the data expertise to truly
understand where client data goes, how it moves around
the organization, and who can see it.

• Change management and service level agreements

(SLAs) are important to SOC auditors. An MSP has to
prove that they support their clients via SLA. A service
level agreement is related to the response time in which
the MSP promises to respond to client needs, and in
some instances, resolve support cases. In the same vein,
change management measures adherence to proper and
approved changes. For example, if you call in to your
MSP to have a permission changed for a user and the
support technician does not go through the proper
processes to ensure the change is approved, that means
bad news for your organization. These two items, in
particular, are ones that 90% of MSPs say they do, but, in
actuality, they ignore.

• More and more MSPs are being hacked into these days,

and when that happens, the hackers are spreading
malware to the MSP’s clients through the I.T. provider’s
management software. This malware usually gets in
because of poor security practices within the MSP itself.
I.T. security must be done via a multi-layered approach,
with security policies that all employees must
acknowledge, ongoing security training, ongoing user
access reviews, ongoing permissions review, ongoing
vulnerability assessments, recurring penetration tests,
and much more. In a SOC audit, the MSP has to prove
that all of this is happening. For example, the auditor
might request something like, “Show me that Joe
completed his security training and acknowledged all
policies.” The SOC auditor also checks the results of all
penetration tests and vulnerability assessments.

• MSPs have a LOT of systems, all of which are needed to

ensure that clients are properly managed and supported.
But this means that data is often spread throughout all
these systems. What happens when an employee leaves
the MSP? In a SOC audit, the provider must show proof
that access to all systems was removed from the
departing employee. Hackers often spread malware to
the MSP and their clients by exploiting old, unremoved
employee credentials through some system that the
company forgot to disable.

• All vendors in use. There are so many vendors in

the I.T. space that are start-ups or are based
overseas. In SOC, the MSP must prove that they
review every vendor’s security controls on an
ongoing basis to ensure that they do not have
vulnerabilities that could come back and bite either
the I.T provider or the client.

• The MSP must have a comprehensive backup and

disaster recovery plan that is tested and updated
yearly. Many I.T. providers preach the importance of
backing up data while not having a proven plan in
place to recover and restore their own systems
should a disaster occur. What would happen to your
business if the company that is backing up your
data experienced a disaster, couldn’t recover, and
went under?

• And so much more… I hate to cut my list short, but
there are so many requirements of SOC and simply
not enough space here to list them all.
An MSP Cannot Fake It, and You Should
Be Glad About That!
As any good company knows, you cannot fake the
results of the work you put in, and the same is true with
SOC. It is disturbing how many I.T. providers claim to be
secure yet have nothing to show to back up their
declaration. They cannot prove they are secure, and
they cannot prove they are one of the best I.T. security
companies in the world. Any business would lose
clients, and the community’s trust, if their data were
compromised due to a lack of security. Yet that begs
the question of why so many smaller businesses trust
the livelihood and longevity of their organization to a
company that has no security credentials or controls in
place to ensure that the company’s data is safe and,
thus, that the company’s success truly is priority
“numero uno”!

THREE DECADES
OF INNOVATIVE
I.T. SOLUTIONS
For three decades, JMARK has been providing
innovative I.T. solutions to organizations of all
sizes. With all that experience comes
expansiveexpertise. We understand the
challenges that modern businesses face and
know how to maintain continuity in the midst of
the continual changes that occur in technology
needs and expectations—and wework diligently
to bring that expertise to our clients.
Most importantly, at JMARK we put people
before technology. Everything we do, every
service we offer, is a reflection of our People
First, Technology Second philosophy. Because
while we love technology, we also understand
that I.T. is only useful in as much as it serves to
empower people and enhance the work they
do; work that, in turn, should facilitate growth,
spur innovation, increase opportunity, and open
up new paths to success.
Contact JMARK today and let us show you
what our I.T. services can do for your firm.

Find Out How Secure Your Organization and Your I.T.
Staff/Provider Really Are!
There is nothing wrong with simply wanting assurance
that you truly are in a positive place. Many
organizations want a third-party review of their
systems, and when they have come to us asking that
we assess their system, we are committed to sharing
the full picture, both good and bad.
When things are great, we happily tell them so. But we
often go into organizations that think things are great
only for us to find thousands of critical vulnerabilities
that leave their network and data exposed. All too often,
these are organizations that truly believed they were
following all the right measures to protect sensitive
assets. But remember, setting up security protocols
once, a long while back, does not necessarily mean
your network is secure. In today’s world, cybersecurity
is constantly evolving; it is essential to take the time to
reassess on a regular basis that your company is safe.
JMARK has been SOC compliant for over four years
and is rated as one of the top 100 I.T. security
companies in the world. Our network assessments are
comprehensive, producing thousands of pages of
reports across many areas, to determine if the network
is secure or if there are problems. Contact us today,
and we will be happy to explain more about SOC and
how it benefits your organization. More importantly, if
you feel like a third-party review of your network would
be valuable, mention this article and we will ensure that
you receive a healthy discount on the assessment.
Hackers are looking for easy targets that they can
exploit quickly and easily; strong network and security
controls will deter them and send them looking for an
easier target!
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