10 ATTRIBUTES BUSINESSES
SHOULD REQUIRE FROM THEIR

TECHNOLOGY SUPPORT VENDOR

Choosing an I.T. services and
support partner should be taken
seriously. Performing proper
due diligence will keep your
systems secure, operating
smoothly, and result in
dividends for many years.

providers that put their efforts into merely fixing
what is broken and maintaining the status quo,
rather than helping businesses look ahead and
prepare their organization for future growth and
success.

By Todd Nielsen, Chief Strategy Officer

Here are 10 attributes that all
businesses should require from
their technology support vendor:

There are few matters of greater importance to

1. KNOWN REPUTATION –

modern business than security, confidentiality,

If you are going to trust your business to an

privacy, and reliability from their technology. After

outsourced I.T. provider, you will want an

all, you’re dealing with the foundation of everyday

organization that has a successful track record of

operations for your organization. Downtime

helping their clients succeed. They should have

means your workers might not have access to the

case studies and testimonials from a range of

means to communicate with each other, complete

clients, as well as references that can be

scheduled tasks, provide customer service,

contacted. They should have security expertise

access data and information, or a multitude of

and understand any I.T. compliance requirements

other things that technology facilitates. The

that affect your business. They should also have

reciprocating effect of technology and/or security

received industry awards that show third-party

services for a business can be far-reaching and

experts recognize them as leaders in the I.T.

serious. It’s not something that should be taken

industry.

lightly or handed over to just anyone.
Forward-looking businesses are fully aware of the
benefits—and dangers—of technology. I.T. is no
longer seen as a “necessary evil,” but as a driver
for productivity, innovation, profitability, and even
company culture. However, even as the
importance of technology in running a successful
business grows, there are still too many I.T.

2. COMPLIANCE EXPERTISE An I.T. support vendor should be intimately
familiar with compliance regulations that affect
your industry (and any testing or audits that you
may be required to pass). This is even more
essential where cybersecurity regulations are
concerned. Additionally, your managed services
provider should have passed a SOC 2 Type II
audit within the last year. SOC 2 Type II is an
audit
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that measures the security controls of a service

make the I.T. provider unable to support the

organization. SSAE doesn’t cut it, as that only

business that is relying on them (yes, it has

looks at financial controls. SOC looks at security,

happened… and we were there to take care of the

privacy, confidentiality, and more, all related

companies left without technology support). A

specifically to service organizations and how they

great I.T. support vendor has gone through the

handle their client data.

experience of developing comprehensive backup,
disaster recovery, and business continuity plans—

3.SECURITY FOCUS –

and can even assist you in developing your own

The network infrastructure of your business must
be rock solid. No organization ever wants to worry
about getting hacked. Your MSP should be able to
manage, monitor, and support every single piece
of equipment you use, from the firewall, access
points, and switches to servers and workstations,
all the way to tablets and mobile phones. They
should be using hardened technology and
software and have critical expertise in security.

4. FAMILIARITY WITH ANY SPECIALIZE
SOFTWARE YOU USE –
You will want an I.T. team that is familiar with
all aspects of your business operations and has
dedicated teams to work with your industry. You
should not have to educate your I.T. support
provider on the software you use to run your
business.

8. WIDE BREADTH OF SERVICES –
While you may only require network and systems
support, you might have a need for other
expertise, such as assistance writing I.T. policies,
creating a backup and disaster recovery plan,
integrating multiple offices after an acquisition, or
performing a complex project. You may need audit
support, security testing, help improving your
online reputation or developing a new website.
You may need phone system support, or one of
many other things. A great I.T. vendor should be
able to do all that, or at least have the
partnerships to make it happen.

9. STRATEGIC PLANNING AND BUDGETING
EXPERTISE –
A great I.T. support provider has the know-how to
help you with long-term and short-term

5. 24/7 MONITORING –
“Business hours” does not apply to the technology
within your business. A great I.T. support vendor
will have invested heavily in monitoring
technology to make sure they are alerted to
problems with your network at any time of the day
or night.

technology planning. This includes
annual/quarterly planning and budgeting for up to
five years to help you prepare for upcoming
technology investments you will need to make and
establish a timeline. Great planning gives greater
control and foresight into the future of your
business and illuminates the necessary

6. IN-DEPTH POLICIES AND PROCESSES –
It’s easy to measure the maturity of an MSP. Just
take peek at their own internal policies and
processes. Mature I.T. providers have experience
handling a wide range of situations, and they have
documented that experience to create processes
that allow them to provide consistent service
delivery.

investments and projects that might be needed.
Additionally, an astute I.T. vendor will have deep
insight into market data, trends, and forecasts that
can help you to stay ahead of the competition and
ahead of technology trends.

10. A PARTNER, NOT A VENDOR –
I used “vendor” all through this article, but when it
comes down to business relationships, and
especially one that is this important, it is much

7. ROCK-SOLID BACKUP AND DISASTER
RECOVERY PLAN –
No one wants their I.T. support to suddenly
disappear or encounter troubles of their own that.

better to have a partner. A partner has your back,
cares about your success, and works hard to
provide value that goes beyond maintenance and
simply fixing what is broken.
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