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The CXX’s Guide to Risk Reduction
In the I.T. world, risk mitigation begins with analyzing a threat’s likelihood times its impact (how likely is it that it will occur and
how bad will it hurt if it does). It’s a process that allows I.T. managers to protect their systems as best they can—because
there is no such thing as zero risk; it’s an unavoidable part of doing business.
As much as C-suite executives attempt to mitigate it, and no matter how many precautions are taken, some things will
always be out of your control. Changes in your industry can impact consumer demand, a data breach can expose sensitive
information, or a natural disaster could damage your facilities. These events are out of your hands, but that doesn’t mean you
can’t prepare yourself to face new challenges as they arise and reduce your overall exposure to risk.
Here are several tools and strategies you can use to keep your organization up and running with as few risks as possible.
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The 5 Steps of the
Risk Management Process
Risk management involves thinking proactively about
what can go wrong for a company or a specific project,
and putting plans in place to counter those risks.
It might seem like a negative way to start a project, but

planning for the worst can actually help keep your organization
from falling victim to avoidable pitfalls.
The most important part of managing risk is accepting it—after all, some degree of
risk is a part of life, no matter what industry you work in.
Here are the components of risk management you need to understand in order to
successfully plan for the future:
1. Identify the Risk.
This is perhaps the most important step in the process. During this phase,
determine the risks that are most likely to impact your business. Ask yourself, out
of all the thousands of vulnerabilities that can be a potential risk, which of them
require your focus? Create a “project risk register” and record these risks and the
ongoing methods you intend to use to manage them.
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2. Analyze the Risk.

4. Respond to the Risk.

This is the stage when you will determine how likely a certain outcome

During this portion of the process, you will focus on the highest-

is, based on analyzing the various risks you recorded. The likelihood

ranking risk factors and create a response plan to minimize the

that the risk will affect outcomes is then added to the register. For

impact if the risk you identified does indeed affect your business.
This stage should involve minimizing the probability that a certain

example, you could analyze the relative likelihood of a competitor

event will happen while still leaving room for future opportunities.

offering a similar service, or the chances of a destructive data breach.

5. Review the Risk.

3. Evaluate the Risk.

The last step is using your project risk register to review and monitor

Factors such as likelihood and risk magnitude will be weighed

all the risks you discovered. Over time, this will help you assess your

to create an overall evaluation of the risk. Then the team should

risk management strategies and plan more effectively for challenges

determine if the risk is worth taking, or whether to implement steps

that could arise in the future. With this process in place, you can

to decrease the risk. The last step is recording these findings in your

proceed with confidence, knowing you have taken precautions against

project risk register for future assessment.

every major risk you face.
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Case Study:
Online Risks Affect
Companies of All Sizes

Risk Management Magazine recently ran a report detailing the various
cybersecurity troubles Facebook has encountered and what they mean for
other business leaders. One example is a photo API bug that appeared last
September following a software update. The flaw allowed third-party apps to
access users’ photos, including ones that had been uploaded to the network, but not
published. Facebook handled the issue quickly once they became aware of it, and they
deleted photos obtained through the bug; however, the photos remained exposed for
nearly two weeks.
Another security breach involved a clickjacking campaign that encouraged users to click a
dialog box, unwittingly giving permission to post on their timeline and spread spam content.
In addition to that, for a brief time in the spring of 2018, a coding error made all posts public,
regardless of privacy settings. This affected 18 million users.

Whether hackers or simple human error cause a data breach, it represents a major risk that could jeopardize the
personal information of employees and customers alike.
Each security incident reflects badly on the company and reduces the level of public trust, affecting brand reputation.

In an online landscape fraught with uncertainty, inadequate
security jeopardizes not just data, but user confidence as well.
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How Managed Services
Can Help You Eliminate Risks
Risk might be inherent in business, but the right managed service
provider (MSP) can help you navigate the challenges of cybercrime,
changing network infrastructure, and implementing new strategic
initiatives. MSPs often serve their clients in an advisory capacity
in addition to helping them overcome everyday technological
challenges.

For companies without dedicated I.T. departments, managed services can make the difference
between plotting a confident course and taking a shot in the dark.
Use Data to Your Advantage
Partnering with an MSP can have benefits that go far beyond
improving efficiency and saving on I.T. costs; your MSP can also
increase your competitive edge by collecting and analyzing data from
network usage and website visitors. Advances in data science have
made complex analytics tools available to everyday users, allowing
you to leverage the information you’ve gathered over time about
website user habits, bounce rates, and conversions.
A good MSP can help you create a data-driven defense strategy

Statistically, 93% of companies without a disaster
recovery and business continuity plan in place
went out of business within one year of suffering
a major data loss.

that reaches your audience more effectively in the future.
Create a Disaster Recovery Plan
No executive wants to dwell on the possibility of disaster lurking
around the corner, but it’s a risk that all business leaders must
contend with.
The CXX’s Guide to Risk Reduction

6

JMARK.COM | 844-44-JMARK

To highlight just one potential threat, CNN reports that ransomware
incidents cost businesses an average of $100,000 per attack. With the
stakes this high, a small- to medium-sized company cannot afford to be
without a plan.
An MSP can help with the planning process by educating their clients
about potential risks and providing a template for a disaster recovery plan.
Rather than attempting to navigate the shifting landscape of online
threats yourself, it can be beneficial to partner with a managed services
provider with a strong background in disaster recovery.
Implement Strategic Initiatives
Putting a new strategic initiative in place involves some degree of risk,
even if it’s something as simple as making I.T. improvements. However, with
the right MSP, you can find a strategic partner whose help goes far beyond
data security and keeping the network online.
Your provider should listen to your business objectives and offer
technology-based solutions that can help you achieve them. CIO
recommends setting measurable goals for any changes that you make to
your I.T. setup. By keeping the desired business outcome in mind, you will
be able to determine whether the changes you made are working for you
and your bottom line.
Monitor Network Usage
Many MSPs provide clients with around-the-clock network monitoring.
One of the most evident benefits to this service is that it detects outages
before they can affect business operations—even if the network goes
down outside of working hours. Network downtime always results in
lost productivity and revenue, but the damage it does to a company’s
reputation can be truly catastrophic. However, with network monitoring in
place, it is possible to achieve guaranteed uptime of as much as 99.9%.
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Another major advantage of network monitoring is that it gives you

Prevent Data Loss

insight into where and how your network is being used the most,

With prominent data breaches in the news more and more every year,

allowing your business to make adjustments to fit your needs. In this

it is imperative that SMBs take steps to protect their vital information

way, keeping track of network usage saves money and time in the

from malicious actors. One of the most popular measures is moving

long run, allowing your company to focus on core objectives rather

away from physical servers housed in local facilities and migrating data

than network problems.

to the cloud.

Evaluate Existing Systems

Most managed service providers offer affordable access to cloud

One of the first things your managed services provider should do is

servers and data migration services to help you make the switch quickly

to perform a health check of all your I.T. systems, including network

and easily from in-house servers. These servers are only accessible

hardware, software, and devices. Current security protocols, if any,

to authorized users, meaning that your important information can be

should be evaluated, and current I.T. employees should explain their

safely stored and accessed indefinitely.

strategies for handling data storage, cybersecurity, and support. Once
your MSP has an idea of where you’re coming from, they can offer

Prioritize Security

suggestions for improvement that could include:

A recent report by Risk Management Magazine that studied 28 million
users found that 52% have the same or very similar passwords across

• Moving to cloud servers.

all their online services. The result is that hackers can easily target

• Implementing network monitoring.

these users. With so many people chronically undereducated about

• Security training.

cybersecurity, your company must invest in employee training aimed at

• Hardware replacement.

reducing the risk of cybercrime.

• Installing new software.
• Improving access to help desk support.
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Threats that target employee inboxes, such as phishing, ransomware, and worms, are growing more sophisticated
with each new iteration.

To someone who’s not trained to spot these tricks, such an attack can be devastating.
An MSP can provide you with the security awareness training you need to keep employees up-to-date about
common social engineering threats and how to respond to them.
Improve Network Architecture
Networks are beginning to change to adapt to new business needs, and an MSP can help your company
stay ahead of the curve. Traditional “hub and spoke” networks consist of branches communicating
with a data center over the managed network with a firewall in the middle. As users become more
geographically separated, however, this form of network architecture is unable to serve them
effectively. Increasingly, providers are offering cloud-native network solutions that allow subscribers
access no matter where they are located.
As Network World reports, managed service providers are implementing a variety of solutions
aimed at improving speed and access. If frequent outages and a lack of cloud server access
are holding your company back, consider partnering with an MSP that will change your
network architecture for the better.
Streamline Operations
Improving day-to-day operations not only saves money, it also helps you manage
risk. When your business opts for services like 24-hour network monitoring
and cloud services, it frees up existing I.T. employees to work on important
projects and eliminates the potential for human error.
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Risk Reduction in Action:
Cybersecurity
There are several best practices your company should follow in order to reduce risk
in one of the most vulnerable spaces for any company: cybersecurity. With the right
information and strategies at your fingertips, you can significantly lower your likelihood
of being targeted by cybercriminals.

Although a managed service provider can greatly improve security measures, there are steps you
can take on your own to educate employees and online users about the risks of cybercrime.

Here are several things you can do today to keep your company’s data safe when
employees are doing any part of their job online, outside of your network:
• Create strong, hard-to-guess passphrases of 25 characters or more.
• Use identity and credit monitoring services to detect suspicious activity
happening elsewhere online.
• Do not reuse passphrases across multiple websites and accounts.
• Only visit trusted websites, such as those with https:/ in the URL.
• Put two-factor authentication (2FA) in place whenever possible.
• Avoid providing truthful answers to security questions, as they can be extracted 		
through phishing or other social engineering tactics.
• Do not include personal information as part of your passphrases.
• Use a password manager to generate unique passwords for each account and keep
track of them for you.
• Avoid using public Wi-Fi on your personal device unless you have a VPN enabled.
Encouraging both employees and customers to take these precautions can help ensure
that your information remains secure. Once users understand the risks involved, they
can make informed decisions about staying safe online.

The CXX’s Guide to Risk Reduction

10

JMARK.COM | 844-44-JMARK

Choose the MSP
That’s Right for You
In order to find the right MSP, you first have to decide what your
major priorities are in terms of I.T. improvements. Some providers
sell a comprehensive set of standardized services for all clients, while
others are more specialized. If risk reduction is one of the areas you
would like to focus on, a provider with a focus on cybersecurity and
business continuity would be a good choice for your business.
Ask the Right Questions
MSPs often provide customized service packages for clients, but some
might take a more one-size-fits-all approach. If risk reduction is a main
priority for your company, it should be a major pillar of the services
offered by your MSP.

Make a Plan that Fits Your Business
There are many risk reduction strategies available, but only you
know what is best for your unique organization, what plans can be
successfully implemented, and what you can afford. Your MSP should
hear you out regarding specific concerns and budgetary constraints,
then work with you to create a plan that is tailored to the risks your
company faces. For instance, if you work with remote employees who
occasionally come to the office for meetings, it would make sense to
prioritize mobile device security as part of your overall risk reduction
strategy.

When you meet with a potential provider, you should be
prepared with a few questions about the services they offer
to reduce client risk, such as:
•
•
•
•

How can my company improve cybersecurity?
Have you worked with other clients in my industry?
How do your services protect against data breaches?
Do you have specific recommendations to help my company
manage risk?
• Can managed services help reduce specific risks
we’ve identified?
• How do cloud services improve data security?
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Any business venture worth taking involves some degree of
uncertainty, but a successful executive knows how to minimize risk
and maximize potential. To learn more about how C-suite executives
can take advantage of the risk reduction offered by managed services,
contact JMARK for a consultation today. Just call 844-44-JMARK,
send us an email at jmarkit@JMARK.com or get in touch using the
Contact Us page of our website.
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People First. Technology Second.
For thirty years, JMARK has been providing innovative
I.T. solutions to organizations of all sizes. With all that
experience comes extensive expertise. We understand
the challenges that modern businesses face and can help
you maintain continuity and efficiency, even in the midst
of the continual changes occurring in technology needs
and expectations. It is our mission to ensure that your
technology supports your vision and goals.
Most importantly, at JMARK, we put people before
technology. Everything we do, every service we offer,
is a reflection of our “People First, Technology Second”
philosophy. Because while we love technology, we also
understand that I.T. is only useful when it serves to
empower people and enhance the work they do;
work that, in turn, can facilitate growth, spur innovation,
increase opportunity, and open up new paths to success.

Contact JMARK today and let us show you what our
I.T. services can do for your business.
844-44-JMARK | JMARKIT@JMARK.com | JMARK.com
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Some of Our Primary Partners
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