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Ignoring HIPAA Won’t Make It Go Away
In 1996, the U.S. Congress passed the Health Insurance Portability and
Accountability Act (HIPAA). The primary goal of this legislation is to give medical
organizations the ability to transfer and continue health insurance coverage
for American workers and their families should they change or lose their jobs.
HIPAA also provides a monitoring role in the medical industry which aims to
reduce healthcare fraud and abuse. It mandates industry-specific standards
and regulates the creation and dissemination of healthcare information on
electronic billing. HIPAA was also established to ensure the medical privacy of
individuals. It requires medical organizations to implement safeguards that
ensure the confidentiality of protected healthcare information (PHI).

Who Needs to Comply With HIPAA?
Under HIPAA, healthcare organizations are not the only entities that must
protect PHI. Business associates that process or have access to protected
healthcare information also need to put measures in place to comply with
HIPAA legislation. The Act defines a business associate as any organization
or person working in association with, or providing services to, a covered
entity that processes protected healthcare information. This stated
requirement effectively means that any enterprise that has business dealings
with a healthcare organization also needs to adhere to HIPAA compliance
requirements if they have access to PHI.
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Let’s Talk About the HIPAA Security Rule
The obligations of a covered entity or business associate that needs to comply
with HIPAA is directly related to the act’s Security Rule. With HIPAA, the
HIPAA Privacy Rule deals with protected health information (PHI) in general.
However, the HIPAA Security Rule, which is effectively a subset of the Privacy
Rule, provides compliance regulations for electronic PHI (ePHI). This part of
the HIPAA legislation is highly technical and requires covered entities and
their business associates to implement information safeguards be they
administrative, physical, or technical.

Required versus Addressable
Before we look at the different Security Rule safeguards, it is essential to
understand the distinction between “required” and “addressable” components
mandated by HIPAA.
Required rules are mandatory. If an organization fails to implement these
measures, they fail to comply with HIPAA’s security rule.
Addressable controls, on the other hand, offer some flexibility. In some
circumstances, organizations may not need to implement an addressable
requirement. However, if this is the case, they must fully document the reason
and present this documentation during their HIPAA audit.
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Administrative Safeguards
The first administrative safeguard required
by HIPAA revolves around an organization’s
security management process. It entails the
implementation of policies and procedures to
prevent, detect, contain, and remedy any security
violations. HIPAA deems the following as
required:
• Risk Analysis – Organizations must conduct a
thorough assessment of the potential risks and
vulnerabilities related to electronic protected
health information (ePHI).
• Risk Management – Organizations must
implement sufficient security measures to
reduce the risk of unauthorized access, or the
compromise of electronic protected health
information.
• Sanction Policy – Organizations must apply
appropriate sanctions against staff members that
fail to comply with the stated security policies and
procedures.
• Information System Activity Review –
Organizations must implement procedures that
regularly review records of information system
activity. These may include audit logs, access
reports, and incident tracking.
Under HIPAA, organizations are also required to
identify the security official that is responsible
for the creation and implementation of the
relevant policies and procedures.
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In addition to this requirement, the enterprise
also needs to investigate and implement the
following addressable workforce security
specifications if they are pertinent to their
environment:
• Authorization and Supervision – HIPAA
recommends that organizations create
procedures that assist staff members who work
with electronic protected health information in
maintaining security.
• Workforce Clearance Procedure – Where
applicable, the organization should implement a
procedure that determines whether the access
an individual has to electronic protected health
information is appropriate.
• Termination Procedure – HIPAA also
recommends that organizations implement a
documented process for terminating access to
electronic protected health information when the
relationship with any entity or individual ends.

Information Access Management
HIPAA prescribes that organizations should
implement policies and procedures that are
consistent and transparent. Under this section,
there is one condition that is required, and the
rest are addressable.
• Isolating Healthcare Clearinghouse Functions
(Required) – If an organization has a healthcare
information clearinghouse that forms part of
a larger enterprise, the clearinghouse must
implement policies and procedures to protect the
ePHI from the rest of the organization.
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• Access Authorization (Addressable) – HIPAA
recommends that organizations implement
formal policies and procedures for authorizing
access to ePHI. Granting this access can be in
the form of physical access via a workstation, or
digital access via some electronic mechanism.
• Access Establishment and Modification
(Addressable) – HIPAA also recommends that
organizations have policies and procedures in
place for the modification of user access to ePHI.

Security Awareness Training
Security awareness training is another stipulated
administrative safeguard under the HIPAA
Security Rule.
All the implementation recommendations are
addressable. Therefore, organizations must either
implement security awareness policies and
procedures that include security reminders,
protection from malicious software, log-in
monitoring, and password management, or
document why these measures are not relevant
to their environment.
Security incident procedures are a required
implementation under the HIPAA Security Rule
which prescribes how organizations must address
any security incidents. Enterprises that work with
ePHI must have measures in place that identify
and respond to any security threats and mitigate
the harmful effects of any event that has the
potential to compromise ePHI.

IGNORING HIPAA WON’T MAKE IT GO AWAY
844-44-JMARK | JMARK.COM

PAGE

Under HIPAA, organizations dealing with ePHI
must establish contingency measures that will
be enacted if an unplanned incident damages
systems that process protected healthcare
information. Some of these implementation
specifications are required whereas others are
addressable.
• Data Backup Plan (Required) – Organizations
that deal with ePHI must have a data backup plan
in place to ensure they can recover electronic
protected healthcare information from an offline,
independent copy.
• Disaster Recovery Plan (Required) –
Organizations that deal with ePHI must have the
relevant formal policies and procedures in place
to allow them to recover data in the event of a
disaster.
• Emergency Mode Operation Plan (Required) –
Under HIPAA, organizations must also have the
necessary policies and procedures in place that
allow for business continuity while they recover
their data and systems following a disaster.
• Testing and Revision Procedures (Addressable)
– HIPAA recommends that organizations
regularly test their contingency plans or provide
documented evidence as to why testing is not
relevant to their circumstances.
• Applications and Data Criticality Analysis
(Addressable) – HIPAA also recommends that
organizations perform a data classification
assessment to determine the relative criticality
of their information in support of their
contingency plans.
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In addition to these administrative safeguards,
HIPAA also requires organizations to
perform periodic technical and non-technical
evaluations to ensure they comply with the
provisions of the Act. These evaluations should
take place regularly to ensure organizations
identify any changes in their internal or external
environment so that they can make the necessary
adjustments to their policies and procedures.
Organizations that allow their business
associates access to ePHI must ensure
that their partners also have the relevant
administrative safeguards in place. Recording
these assurances in a business associate written
contract is required to comply with the HIPAA
Security Rule.

Physical Safeguards
The HIPAA Security Rule also prescribes various
physical safeguards that organizations dealing
with electronic protected healthcare information
need to implement. As with the administrative
safeguards, some are required, and others are
addressable.
Facility access controls are an addressable
component of HIPAA compliance. HIPAA
recommends that organizations that process
electronic protected healthcare information need
to implement policies and procedures that limit
physical access to ePHI. If they do not apply the
necessary physical controls, they must provide
relevant evidence documenting why they do not
need to comply with this component.
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• Contingency operations, a facility security
plan, access control validation procedures, and
maintenance records are all related to facility access
controls and therefore deemed addressable under
HIPAA’s Security Rule.
In addition to the facility access controls, HIPAA
also makes provision for secure workstation
access. Organizations dealing with ePHI must
implement physical safeguards for all devices that
access electronic protected healthcare information.
Restricting access to authorized users is also a
requirement under this section of the Act.
Device and media controls are also a specified
requirement under HIPAA’s Security Rule. This
section of the Act deals with policies and procedures
that organizations need to put in place regarding
the receipt and removal of electronic media that
contain ePHI. There are four implementation
specifications. Two are required, and the other two
are addressable.
• Disposal (Required) – Organizations that store
electronic protected health information on
removable media must implement policies and
procedures to address its final disposal.
• Media Re-Use (Required) – Organizations must
implement policies and procedures for removing
any electronic protected healthcare information
before reusing any storage media.
• Accountability (Addressable) – HIPAA recommends
that organizations maintain a record of any
movement of hardware and software that contains
ePHI from one physical location to another.
• Data Backup and Storage (Addressable) – HIPAA
also recommends that organizations create
a retrievable copy of all electronic protected
healthcare information before any equipment is
moved or relocated.
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Technical Safeguards
In addition to the administrative and physical
measures organizations need to follow to
comply with HIPAA, there are also various
technical safeguards that are either required or
addressable.
Under the technical safeguards of the HIPAA
Security Rule, access to electronic protected
healthcare information is one of the primary
areas that organizations need to address.
Organizations that deal with ePHI need to
implement policies and procedures for any
electronic information systems that process
sensitive health-related information. Deploying
the appropriate access controls ensure that
only authorized individuals or systems can view,
edit, or delete ePHI from a computer or other
electronic device.

Access Control
HIPAA has four implementation
specifications for the access control technical
safeguard, two of which are required.
• Unique User identification (Required) –
Organizations must create a unique identity for
each user that accesses systems that process
electronic protected healthcare information.
• Emergency Access Procedure (Required) –
Organizations must have procedures in place
that give authorized users the ability to access
protected healthcare information during an
emergency.
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• Automatic Logoff (Addressable) – HIPAA
recommends systems that process or store ePHI
should log off users after a set period of inactivity.
• Encryption and Decryption (Addressable)
– Implementing technologies that encrypt
and decrypt ePHI during transfer and
storage is another HIPAA technical safeguard
recommendation.

Audit Controls
In addition to access control requirements,
organizations that need to comply with HIPAA
regulations must implement relevant audit
controls. The measures should record and
examine activity on any system (whether it
be hardware, software, or a technical service)
that processes or stores electronic protected
healthcare information.

Data Integrity
Data integrity is a fundamental information
security principle. Under HIPAA, this principle is an
addressable requirement. Organizations dealing
with ePHI must either implement measures to
ensure data integrity or provide documentary
evidence as to why this principle is not relevant to
their environment.
The Act recommends that organizations ensure
data integrity by implementing electronic
mechanisms that verify any ePHI has not been
altered or destroyed in an unauthorized manner.
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Authentication
In addition to data integrity, HIPAA also requires
organizations to implement authentication
mechanisms that verify the identity of individuals
or systems that access ePHI.
Although it is not explicitly stated, organizations
should consider deploying secure authentication
solutions that leverage multi-factor authentication.
As the traditional username and password
combination is not deemed sufficiently secure,
organizations must put additional layers of
security in place to ensure they comply with HIPAA.

Transmission Security
HIPAA also recommends that organizations
processing ePHI implement technical security
measures to prevent unauthorized access to data
transmitted over a communications network.
Under transmission security, HIPAA has two
implementation specifications, both of which are
addressable.
• Integrity Controls (Addressable) – HIPAA
recommends that organizations which process,
store, and transmit ePHI implement technical
security measures that ensure no data
modification occurs without proper authorization.
• Encryption (Addressable) – HIPAA also
recommends that organizations deploy encryption
technology to protect ePHI while it is in transit.
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HIPAA Penalties
Complying with HIPAA’s Security Rule requires
organizations to take a proactive approach
in securing electronic protected healthcare
information. Organizations cannot ignore the
various required implementation specifications
listed under the administrative, physical, and
technical safeguards. In addition to the required
safeguards, organizations can also not overlook
the addressable components of the HIPAA
security rule.
Over and above the reputational harm a business
could suffer from a possible data breach, the
penalties for a HIPAA violation are severe.
Penalties can be meted out to both the healthcare
provider and related business associates.
HIPAA adopts a tiering approach to judging
violations, with penalties ranging from Tier 1 to
Tier 4. The financial cost to an organization
that fails to comply with the relevant HIPAA
requirements could vary from $100 to $50,000
per incident.
• HIPAA classifies Tier 1 violations as incidents
where the covered entity or business associate
did not know and could not reasonably have
known of the data breach.
° The penalties for Tier 1 violations range
from $100 to $50,000 for each incident up to a
maximum of $1.5 million during a calendar year.
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• Tier 2 violations are incidents that have a
reasonable cause and were not due to
willful neglect.
° Under this Tier, HIPAA still penalizes the
organization, maintaining that the covered
entity or business associate knew, or by
exercising reasonable due diligence, should
have known of the violation even though it did
not act with willful neglect.
° Financial penalties for Tier 2 HIPAA violations
range from $1,000 to $50,000 per incident
up to a maximum of $1.5 million for identical
provisions during a calendar year.
• HIPAA classifies Tier 3 violations as incidents
where the covered entity or business associate
acted with willful neglect but corrected the
problem within the required time period of 30 days.
° Like Tier 1 and Tier 2 violations, the penalties
for organizations found guilty of violating
HIPAA could face financial costs of up to $1.5
million during a calendar year. However, the
per-incident cost starts at $10,000 per violation.
• Tier 4 violations carry the most severe penalties.
HIPAA classifies these violations as incidents
where the covered entity or business associate
acted with willful neglect and did not correct the
problem within the required time period of 30 days.
° Financial penalties for Tier 4 violations are set
at a maximum of $50,000 per incident with the
standard maximum of up to $1.5 million during
any given calendar year.
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You Simply Cannot Ignore HIPAA
Since its enactment in 1999, HIPAA has transformed
the way organizations process, store, and transmit
electronic protected healthcare information.
However, the HIPAA requirements for safeguarding
the medical information of patients are not limited
to healthcare providers or covered entities. Any
enterprise that deals with a hospital or medical
practice and has access to electronic protected
healthcare information also needs to comply with
the various administrative, physical, and technical
safeguards prescribed by the Act.
The fact is, no healthcare organization can ignore
HIPAA. Failing to follow the implementation
specifications it details under its Security Rule could
lead to severe financial penalties and irreparable
reputational harm. The security measures that
HIPAA requires for compliance are good industry
practice for any organization dealing with
sensitive electronic information.
Implementing the HIPAA Security Rule safeguards
not only ensures you comply with the Act but also
helps your business defend itself against security
risks in an ever-evolving threat landscape.

Contact JMARK today
We have been helping healthcare businesses
increase their success with innovative I.T. solutions
for over 30 years. We have knowledgeable teams
dedicated to the healthcare industry. This structure
ensures we have the skill and expertise to provide
your business with solutions that help you comply
with the various HIPAA requirements.
We can help. Contact us to learn more about
our security, compliance, backup, and business
continuity offerings. Call 844-44-JMARK or send an
email to jmarkit@JMARK.com.
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People First. Technology Second.

For thirty years, JMARK has been providing innovative I.T. solutions to
healthcare organizations of all sizes. With all that experience comes extensive
expertise. We understand the challenges that modern healthcare businesess
face and can help you maintain continuity and efficiency, even in the midst of
the continual changes occurring in technology needs and expectations. It is
our mission to ensure that your technology supports your vision and goals.
Most importantly, at JMARK, we put people before technology. Everything
we do, every service we offer, is a reflection of our “People First, Technology
Second” philosophy. Because while we love technology, we also understand
that I.T. is only useful when it serves to empower people and enhance the
work they do; work that, in turn, can facilitate growth, spur innovation,
increase opportunity, and open up new paths to success.
Contact JMARK today and let us show you what our I.T. services can do
for your business.
844 -44-JMARK – JMARKIT@JMARK.com – JMARK.com
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Some of Our Primary Partners
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