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10 ATTRIBUTES
BANKS SHOULD REQUIRE
FROM THEIR TECHNOLOGY
SUPPORT VENDOR
By Todd Nielsen, Chief Strategy Officer, JMARK Business Solutions

ew organizations are more concerned
about security, confidentiality, privacy
and reliability than financial institutions.
After all, you’re dealing with the lifeblood of what the world runs on — money. Downtime means companies and individuals might not
have access to the means to pay bills, pay mortgages, pay employees, get needed medicine or a
multitude of other things that money affords us.
The reciprocating effect of technology and/or security services for a bank can be far reaching and
serious; it’s not something that should be taken
lightly or handed over to just anyone.
Banks are fully aware of the benefits and dangers of technology. They generally do not give up
the IT (information technology) support keys
very easily. In almost 20 years of working with IT
support organizations, I have seen very few vendors that were able or willing to take on the risks
of managing a bank’s technology infrastructure,
and I have seen many that should never have entered the space.
Here are 10 attributes that all banks should require from their technology support vendor:
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1. Known Reputation
If you’re going to trust your bank to a technology support vendor, you’ll want an organization
that has a successful track record of working
with banks. They should have case studies and
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testimonials from other banks, as well as references that can be contacted. They should understand
security and IT compliance requirements. They
should also have received industry awards that set
them apart from other vendors.
2. Compliance Expertise
If you know the angst of seeing a 150-page security and IT compliance audit appear on your
desk, you know the depth of questions that accompany them. An IT support vendor should be
intimately familiar with compliance regulations
and audits, and, of course, cybersecurity regulations. Additionally, your technology support
vendor should have passed a SOC 2 Type II audit
within the last year. SOC 2 Type II is an audit that
measures the security controls of a service organization. SSAE16 doesn’t cut it, as it only looks at
financial controls. SOC looks at security, privacy,
confidentiality and more, all related specifically to
service organizations and how they handle their
client data.
3. Security Focus
The network infrastructure of a bank must be
rock solid. No bank wants to ever worry about
getting hacked. A bank’s technology support vendor should be able to manage, monitor and support every single piece of equipment from the
firewall, access points and switches, to servers and

A great IT support vendor will have invested heavily in monitoring technology to
make sure it is alerted to problems at any time of the day or night.
workstations, all the way to tablets and mobile phones. They
should be using hardened technology and software, and have
critical expertise in security.
4. Familiarity With
Internal Banking Software
You will want an IT support vendor that is familiar with all
aspects of banking software and has dedicated teams to work
with banks. You shouldn’t have to educate an IT support vendor
on the software you use.
5. 24 X 7 Monitoring
“Banking Hours” does not apply to the technology of a bank.
A great IT support vendor will have invested heavily in monitoring technology to make sure it is alerted to problems at any
time of the day or night.
6. In-Depth Policies and Processes
It’s easy to measure the maturity of an IT support vendor. Just take peak at its own internal policies and processes. Mature IT support vendors have experience, and
they have documented that experience to create consistent
service delivery.
7. Rock Solid Backup and Disaster
Recovery Plan
No one wants their IT support to suddenly disappear (yes, it has happened) or
be unable to support them. A great IT support vendor has gone through the experience of developing a comprehensive backup and disaster recovery plan, and can
even assist you in developing your own.
8. Wide Breadth of Services
While you may only require network
and systems support, you might have a
need for other expertise, such as assistance writing IT policies; creating a backup and disaster recovery plan; integrating
multiple offices after an acquisition; performing a complex project; assisting with
audits; performing security tests; improving your online reputation; developing a
new website; supporting phone systems;
and many other things. A great IT vendor
should be able to do all that, or at least
have the partnerships to make it happen.

9. Strategic Planning and
Budgeting Expertise
A great IT support vendor has the know-how to help you with
long-term and short-term technology planning. This includes
annual/quarterly planning and budgeting for up to five years on
what technology investments will be needed and when. Great
planning gives greater control and foresight into the future of
your bank and necessary investments and projects that might
be needed. Additionally, an astute IT vendor will have deep insight into market data, trends and forecasts that can help you to
stay ahead of the competition and ahead of technology trends.
10. A Partner, Not a Vendor
I used “vendor” all through this article, but when it comes
down to business relationships, and especially one that is this
important, it’s much better to have a partner. A partner has your
back, cares about your success and works hard to provide more
value then you are asking for. Choosing an IT services and support partner should be taken seriously. Performing proper due
diligence will result in dividends for many years, and keep your
systems secure and operational. 
Todd Nielsen is an executive, writer and speaker. He currently leads strategy execution initiatives as chief strategy officer of JMARK Business Solutions, Inc. His
almost 20 years of diverse experience dealing with rapidly changing markets and
technologies has made him a strong leader and business advisor. Reach Todd at
417-837-4875 or tnielsen@JMARK.COM
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